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Abstract— Cloud computing has become very popular approach which attracts other research areas like software testing process which
is general of infinite resources such as accessibility and portability of extended atmosphere of software testing life cycle. Large software is
tested in less time in cloud computing that overcome the total cost of software testing process; additionally, cloud computing is helping to
build several efficient software testing techniques. Software testing performs the vital role in the process of software development and also
required a huge number of resources to improve the quality of software process. With the use of cloud computing, firms can investigate the
tools, resources, environment, software authorization and the structure in fewer resources. Since cloud computing is increasing with the
passage of time, cloud testing becomes a hot area of research. Several latest approaches are preparing intended for cloud computing in
addition to testing is performed to investigate these cloud approaches which establish latest testing problems and issues which needed to
be search by researchers. In this research major issues and problems in cloud testing are presented.

Index Terms— Software engineering; Software testing; Cloud testing; Quality assurance; Measurement, Cloud computing, Cloud

computing challenges.

1 INTRODUCTION

Conventional software testing approaches are costly in
terms of expenditure, budget and time. Therefore, testing

practices have changed with methods which help institu-
tions in getting business and profits. Well renowned organiza-
tions like Google, IBM, and Amazon have shown interest in
using cloud testing [1]. The process of software testing has
moved to the cloud because of customer interaction, storage
and computations with in cloud environment. For the purpose
of testing new software application, expensive resources hav-
ing limited access is needed and these resources cannot be used
again which leads to extra costs. Organizations will test their
services on all platforms in order to increase the reliability of
their services [2].

Cloud testing uses a cloud and Software as a service
(SaaS).Cloud testing is decision based, in which cloud is uti-
lized as its computing environment for application testing and
cloud computing technologies as its resources simulating as
traffic in real world [3]. In cloud testing hardware is used to
test a cloud, the workload and a network bandwidth which
simulate parameters and conditions closely to a real world. So,
the process of validating and verifying the applications as well
as the infrastructure and the environment is known as cloud
testing.

Cloud testing performs different activities such as perfor-
mance, security, availability, multitenancy, interoperability and
disaster recovery [4]. Cloud testing also comes with several
issues like large number of test cases, time, less support of test
reuse, user geographical distributions and budget.

2 BACKGROUND

Cloud testing can be categorized into four models [5], [6]:

1. Software as a Service (SaaS): infrastructure specifica-
tion of cloud to users is provided by this model. By us-
ing the internet users can access applications of infra-
structure from various ends using interfaces; users
don’t need to install such application in order to access
them.

2. Platform as a Service (PaaS): Platform-based solutions
can be built by the user using this model.

3. Infrastructure as a Service (IaaS): provides users with
services of computing plus, so they can develop a sys-
tem according to their desired configurations. It deals
with network devices and storage, for that reason in-
frastructure can be utilized according to the need for
cloud building blocks. These resources can be accessed
on request.

4. Hardware as a service: for hardware virtualization or
buying IT hardware only.

Cloud can utilize three key models [7]:

1. Public clouds: in this type of cloud, the organization
who owns the cloud gives services, and services related
to cloud can be accessed by all.

2. Private clouds: this type of cloud services is used by
government agencies or other companies which needs
data integrity use and high security, so for protection
purposes they build cloud for their use.

3. Hybrid clouds: a combination of private and public
clouds is used in this type of cloud. Some cloud-based
services are public which can access by all, but others
are for authorized users only.

The cloud testing is testing software or hardware as per re-
quirement [8].

Cloud computing is considered as SaaS; therefore, testing
becomes as a service [9].Various techniques of testing can be
utilized in cloud application are as follow:

1. Functional testing: in this type of testing the require-
ment and its specifications are checked to ensure that it
fulfills the cloud application. Functional testing in
clouds system verification testing and acceptance test-
ing.

2. Non-functional testing: focused on testing the web ap-
plication to ensure that it meets the requirements. Non-
functional testing includes performance testing, securi-
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3 LITERATURE REVIEW

A significant amount of work has been done I the field of
cloud testing and the major aims of cloud testing as a service
and its environment.

In [9], the authors presented their work on cloud compu-
ting, its taxonomy, the architecture and its categorization. Fur-
thermore, they compared various types of cloud systems. In
that case, they reviewed some other cloud computing-services
based on Amazon and Google in this classification, to show
similarity and differences between various architecture ap-
proaches of cloud computing. Moreover, they also provided
some guidelines to help to develop and improve the existing
and new cloud systems.

In [10], the authors conducted a survey on techniques of
software testing using cloud computing. Their focus was on
the importance of the cloud computing and its features.

In [11], the authors presented a detailed background on
software testing and cloud computing. Furthermore, they also
categorized various activities that performed in the fields of
cloud testing, discovered some gaps, and defined terminology
that were used.

4 CHALLENGESAND ISSUES IN CLOUD
TESTING

Challenges of cloud testing has become a focused area of sev-
eral researchers.

In [12], [13], [14] presented various problems related to per-
severance of application whether it suits online testing or not,
furthermore some problems with the efficiency of quality
checks for software were also pointed.

In [15] they have elaborated ovaries problems and issues re-
lated with quality assurance and security validation in SaaS
and cloud testing.

In [16], [17], [18]described several challenges and problems
related with privacy and data security, services that are needed
to ensure service assurance, efficiency and access in the cloud
testing. Furthermore, lack of procedures, infrastructure, func-
tionalities, proper guidance and business, strategies tools and
automatic, standards, new features and knowledge of tools in
cloud testing were also highlighted.

In [19], [20], [21], [22] presented challenges of evaluation,
security and scalability in cloud testing.

In [23], [24], [25], [26]elaborated on the issues of cost and
time in cloud testing, challenges of integration testing in cloud,
problems to analyze eventual testing reports and test tools,
problems of security and integration of data and issues of lack
of standards in cloud testing.

In [27] they recognized challenges related to cloud testing
with the prospect of testing as services.

In [28] they argued demands, issues and challenges in
cloud testing.

In [29] some technical issues were focused like testing is an
intermittent action, for that a new framework is needed for
setting project that needs to test.
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In [30] Presented issues related to security and privacy
problems when utilizing cloud computing.

In [32] presented issues in utilizing cloud computing ap-
proaches.

In [32] they focused the problems related to security stand-
ards that were based on quality assurance activities for applica-
tion relying on cloud testing.

In [33] Presented some challenges and issues during testing
of methods, models, capability and tools to support security in
the cloud testing.

5 CONCLUSION

In the fields of cloud computing and software engineering,
cloud testing has become a major research area. As cloud tech-
nology and testing becomes better and better, more research
work is needed to address the problems and challenges in
cloud testing. Furthermore, in order to control testing services
in a scalable cloud infrastructure, some advanced testing meth-
ods and solutions are required. This paper presents a broad
review on the problems and challenges of cloud testing. The
main contribution of this paper includes its perceptive discus-
sion on cloud testing in terms of its advantages, features and
major requirements as well as the comparison with traditional
testing. Moreover, opportunities of cloud testing, existing big
players, and current research work are presented.

A detail explanation on problems and challenges in cloud
testing has been presented, in addition some advance tech-
niques of cloud testing are required in order to solve the identi-
fied challenges and issues of cloud testing.
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